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Cloud Roboticsfrends, Technologies,

Communications

Abstract
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Artificial Intelligence and other advanced software technologies to deal with tasks that in traditional robots

were undertaken by a local, droard ontroller. Compared to local robots, cloud robots will generate new
value chains, new technologies, navehitectures, new experiences amelw business models, this whiiaper

will explore these aspects

1. Introduction

Cloud robotics is a relatively recedt2 y OSLIG ®@ 9+ NI & ¢ 2 NJ
RoboEarthtINE 2SO0lG 6S3lyd ¢KAaA

projects such as Rapyﬂtand Robohow formalized the basic concept and technolagiand are still

influencing cloud robotic research today.

There are three core advantages of cloud robots compared to sédonk robots:

1 Information sharing Many cloud robots can be
controlled from one brain, and the brain can
accumulate visual, verbal, and environmental
data from all connected robots. Intelligence
derived from this data can be used by all the
robots controlled by the brain. As with other
cloud services, information collected and
processed on each robot will alwape upto-
date and backedip safely. Developers also

benefit, as they can build reusable solutions for

all cloudconnected robots.
9 Offloaded computation Some robot tasks

require more computational power than a local

controller can economically deliverffldading

to the cloud dataintensive tasks such as voice
and image recognition, voice generation,
environmental mapping and motion planning
will lower the hardware requirements and
power consumption of robots, making them
lighter, smaller, and cheaper.

Cdlaboration Cloud robots do not need to
work alone. Using the cloud as a common
medium, two robots can work together to carry
an object too heavy for one, or a group of
simple worker robots can work with a local
map, provided by a leader robot with costly
Sensors.
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Figure 1: Large scale data collection with an array of rob(itd robots are sharing experiences of machine learning fo
grasping) [Sourcehttps://research.googleblog.com/2016/03/deelearningfor-robots-learningfrom.html]

Robot

physics

Artificial

intelligent

Distributed version of AlphaGo exploité@ search threads, 1202 CPUWsld 76 GPUS no
ordinary robot can install inside. But cloud robot can make use of it.

2. Applicatiorsfor cloud robots

Using cloud resources empowers robots and gives them new capabilities in many areas:

|l

Intelligent visud processingimage
classificationtargetdetection, image
segmentation imagedescription character
recognition

Natural languageprocessingsemantic
understanding bsed ondepth learning
accurateidentification of user intentmulti-
intention analysisemotional analysis Makes

use of apowerful background knowledge base.

Facialrecognition:face detection algorithm
based on depth learning; In the rei@ine video

stream to accurately detect the facAny face
mask and realime detection under the

viewing angle; To overcome: the side face, half

obscured, blurred face;

Extensionfrom current robot applications
outdoor map navigation nhidoor positioning
and navigation, ypical product identification,
universal item identification, mvironmental
understandng, text reading, wice prompts.


https://research.googleblog.com/2016/03/deep-learning-for-robots-learning-from.html

The applications that will emerge for cloud robots
are of many kindssome are emerging now
others are at an early stage of development.

Logistics

Amazon, Jingdon@.F. Expresmd other
companies have deployed logistics robot systems.
The wheeledAGV(Automated Guided Vehicjés
the maintype oflogistics roboithough logistics
companies are also trialling the use of aerial
drones) By connecting to the cloud, A&tan
achiee unified schedulingwhere all AGVs are
working as a single system for maximum
efficiency) In addition, AG¥canbe equipped with
machine visiorsystemsand video can be
transmitted to cloudbasel systemsa handle a
variety of situations on the road&entuallythis
will result inAG\6 coming out of controlled areas
to take on more work, including jpublic places
for delivery ofparcels or food.

Security and sueillance

In public places, cloud robots can perfo2#vV7
security inspectionsreplacingsecurity personnel.
The cloud robot will colleatideo andstillimages
andserd themto the public sfety cloud for real
time identification of suspicious pgle and

Personabssistage and care

Providing personal assistase and care for the
elderlyA & 6ARSTE &
robotics. The power of the cloutiakes care
robots behave more like humans. They can carry
out reattime monitoring of personal health, help
people moveabout, and complete houseworkAn
example of this type of robot iSoftbank2 Bomeo.

3. Markettrends

Robots can beategorised amdustrial robotsor
service robotsaccording to their use. Service
robots can bdurther divided into professional
services robots and personal home service robots.
Professional service robots are used in the fields of
medidne, constructon, underwaterengineering,
logistics, defene and safety. &sonal home

service robots are useth undertakehousevork,
providecompaniorship andpersonal assistance
andare also used iother fields.

O exybigAihR$ NB K

activity. Such robots are already being used at
Shenzhenairport in China

Guidance

In public places such as enterprises, banks and
hospitals, robotdike SoftbanikQ Eepperare being
usedto guide visitoss. They are also being used to
deliver retailservicesoy companies including
Nestle, Yamada Electric and Mizuho Bank. Cloud
robots canmakeuse of a vasknowledge database
in the cloud, andcommunicateusingnatural
languagethey can even recognise and respond to
people@ expressionasing cloudAl-based image
analysisto improve the use experience.

Educationentertainmentand companionship

In recent years, the application of machine vision
and artificial intelligencéas resulted in the
development of manyobotsfor education and
entertainment.Examples includéibo, Aus 2nbo,
and Softbank Mo. Theserobots have a humaoid
appearance anthe ability to use natural
language. They catownload content from the
cloud to provide education and entertainment
services.

Figure 2: Cloughowered smartdevices and communication
robots[Source: Softbarjk

2 2 6 2$ b n According to market analyst

companyTractica, the value of the global robot
market will grow from $34.1 billion in 2016 to
$226.2 billion in 2021, with a coropnd annual
growth rate (CAGR) of 46% in value termsst of
the growth will be in the market for nemdustrial
robots™.

2bn Oneof the major drvers ofthis market

growthis the aging populationThereare fewer
working-age people tdake care d the increasing
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numbers of the elderlyThe UN has forecast that
by 2050 2% of theglobalpopulation will be over
the age of 6Q; a total of over2 billion people
Robotshave a role to play here. In addition,
industiial automation continues to develogt a
rapid pace with initiatives such agdustry 4.0 in
Germany andMade in China 2025.

Advances ittechnologies includingrtificial
Intelligence the Internet of Things and wireless

communications are making robots more capable.

They can novidentify their surroundings, calibrate
their position, plan trajectories, and use natural
interfacesto interact with humars. There have
been increase in the capabiliés of robots used in
industry, agriculture,dgisticsand education. The
rapid rise in the use of drones is also evidence of
the increasing capabilities of robots.

Cloudrobotswill soonbecome the norm
Joud-based Ablnd connectivity will shape the
development of the robot market significantly in

the next few years. These techniques have already
begun to change the way that people interact:
technology giants have developedi@dsed

systems that are becoming widelyags Examples
include Google Cloud Speech API, Amazon Alexa,
BaiduDuer, IBM Watson, Apple Siri and Microsoft
Cortana.

12%According to Huawei GJWy 2025 the

use of mobile connectivity and artificial
intelligencewill result inrobot penetration in the
family of 12% intelligent robos will change the
face of all industriegh the same way that the
automotive industrywas transformative in the 2
century.

GTI cloud robotics working grovgsearch forecasts thzby 2020 connected

robots will account for 90% of all robpdsd about20 million new
connections will be needed every year to support theirtdeday operations.

GTI cloud robotics working grotngas examined
the robotics market in detail. Its wkrsuggests
that by 2020the proportion of connected robots
globally will be90% andabout20 millionnew
connectionswill be neededevery yeatto support
their dayto-day operationsFigures3-7 show
projections for sales of connected robots.

2015 2016 2017 2018 2019 2020

Figure 4: Connected logistics system robots
(thousand)[Source: GTI cloud robotics working

group]
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Figure3: Connected robot sales 20420
(million)[Source: GTI cloud robotics working group]

2015 2016 2017 2018 2019 2020

Figure5 Connected domestic robots (million)
[Source: GTI cloud robotics working group] 8



2015 2016 2017 2018 2019 2020

Figure6: Connected entertainment robots (million)
[Source: GTI cloud robotics working group]

In the next few years, domestic robots and
recreational robots will occupy most of the
shipments of connected robots. With the increase

m willing m unwilling = neither

Figure8: Willingness to use Al and
robots for healthcargSource: PwC]

The current publicacceptanceof robotic services,
especially medical services not high. People are
skeptical about whether robst can reach the
levek of skill of human docta However, m the

next few years, with robo® | 6 XNraduallyh S &
improving, people® acceptance of robotic medical
services will increase.

9%
11%
17%
19%
26%

]
m Other m Fancy toy
= Companion for famlily

Home security

|‘

u For coolness factor

2015 2016 2017 2018 2019 2020

Figure7 Connected disabled care assistant robot
(thousand)[Source: GTI cloud robotics working group]

in the capability of robos, the needs of individuals
and families for service robots will continue to
increase.

Figure9: Willingness to have surgery performed by robot
[Source: PwC]

Research published by the Open Roboethics
Initiative shows thathe main expectation of home
service robots is to complete housewdrkmake
life easier. In addition, education, inspection and
security needs are relatively strong.

75%

m Pet replacement

Education tool for child

m Extension of electronic devicem Household chores

Figure 10 Reasons for purchase a home robfsource:Open Roboethics Initiative]



4. The cloud roboticsaluechain

The value chain of cloud robotitssshown in Figurell The pbot platform provide deliversthe robot which
runs applicatiors; theseapplications use intelligent servickem the Al provider, making use of the mobile
ySGg2N] (2 LINRPGARS | daaYlINIé¢ dzaSNI SELISNASYOS F2N SyR

Robot Application Mobile .
AI PrOVIder m

Figure 1: Cloud robotics value chaifiSource:GTI cloud robotics working group

4.1 Robot platformg the technologies behind cloud robots

The cefinition of robot may varpy context, buta

generaRSTAYAGA2Y Ada a! YSOKIFIYyAOFt &d2aidisSyYy 6AGK
three elementscontroller,sensor,and

SFFSOG2NX | Oldz G2NE D

Controller

As the robot gains conbgxity and demands
become more advanced, the controller part has
Ifa2 RS@OSt2LISR FyR (2RI &Q,
controlled by OS or rich middleware, such as ROS
(http://www.ros.org/), OpenRTMaist, middleware
compliant withObject Management Grou©OMG)
Robotic Technology CompongRTC)

Specificatiotf, and NAOQqi (OS used Boftbank &
Pepper)

In cloud robotsthe controller part is achieved by Figure 2: Microphone array and top camera in
coordination of cloud and local systems. Pepper robofSource:

http://techon.nikkeibp.co.jp/article/ COLUMN/2015C
Sensors 23/424503/?P=p

Robots usenany different types of sensors
relevantto their function The most important

types are: . . .
3D cameras are used to provide position detection
1 Camerasand microphones Sphisicated and mapping (often referred to as SLAM
cameras and microphones are required (simultaneous location and mappingOther 3D
sense the environment. Forstance, positioning sensors and technologies are also used,
Sofbl Yy 1 Q& -sketk¥dmyhunication robot from inexpensive proximity sensing, sonar and
Peppel usesa 3D camera antwo HD cameras photoelectric senmg to more accurate and costly
(see Figurd?2), and fourdirectional techniquessuch as LiDAfRat can be used to build
microphones to detect where sounds are up high resaltion 3D pictures across a wide

comingN2Y FyR f20F S dziaSNIraverage &gai A 2y @
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http://www.ros.org/
http://techon.nikkeibp.co.jp/article/COLUMN/20150623/424503/?P=2
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Wireless network should provide sufficient
bandwidth andatency performance to send
sensordata to the controller. As the accuracy of

Approach

3D camera Stereo triangulatioh
structured light

Sonar Sonic wave measuremen

Photoelectricsignal

Photoelectric sensor
measurement

LIiDAR Time of flight

the sensor increasesp doeghe bandwidth
required

Accuracy Range DataRate
2.8Mbit/s
Accurate Middle (1280*960@16fps
binoculaj
Proximity Short <1kht/s
Proximity Short <1kht/s
. 0.1Mbit/s (4000
Accurate Wide samples@10Hz)

Figure 13 Image sensor description and requiremerfource:GTI cloud robotics working grolp

]
E
-
G
=
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Figure X: SLAMprocessvisualized orRVIZ, visualization tool for ROS, and a sample of obtained map {atarce:

SoftBank

1 Gyroscops, accelerometes, magnetometeis and other sensorsThese sensors enabderobotto know its

own orientation, rotation and location

Sensor / technology folocation
Inertia Measurement Unit(IMU)
Optical and quantumbased sensors
Touchsensor
GPS
Cellular network data
Bluetooth beacon
Ultrasound system

Effectors / atuators

Function
Crientation and rotation
Orientation and rotation

Qontactdetection
Outdoorlocation
Indoor/Outdoorlocation
Indoor location
Objectdetection

Most actuators used for robotare electrig thoughhydraulicand pneumaticactuators are also useéach

type hasadvantages and disadvantagege Figurd5s).
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Electrical
Operating Hectricity, electromagnetic
principle force

Motors (DC, AC, geared,
direct drive etc.) and
control circuits

Form factor

Easy to store and distribute

Advantage | electric energy, high contro
flexibility, low cost
Producedorques are
Disadvantage | smaller tharhydraulic or

pneumatic

Hydraulic
Pressure change in liquids
(oil, water)
Cylinder, fluidnotor
Quick movements and
great force
Require pump, liquid can

cause contamination,
difficult to control precisely

Pneumatic ‘

Compressed gas is used to power th
system

Cylinder pneumatic artificial muscles
(PAM)

Cleaner than hydraulic, easy
installation, light weight

Require compressor, less force and
slower speed than hydraulic due to
compressibility

Figurel5: Comparison of robot actuatoprinciples[Source: Softbarik

New developments in mobility

Robot platform needs to evolve. Robots need to
have longer uptime, higher mobility and range, the
capability to understand their surroundings, and to
carry out simultaneousokalization and mapping
(SLAM).

One approach to achieve higher mobility,
especially in rough terrajror to deal withstairs
anddoors, is the use of bipedal or quadruped
system. But continuous balancing is required in
these systemand this requires greater power,

and there are some safety concerrg&afety rules

for robots may vary by country and local area: one
possible arrangement may be to treat robots as
pedestrians, or mobility scooters. Speed limits and

4.2 Mobile network support

5G Overview

5G is the next generation of mobile
communication technology. It is expected to be
defined by the end of this decade and to be widely
deployed in he early years of the next decade.
The key capability of 5G is the peak rate of more
than 10Glit/ s, Imillion connectiors per square
kilometer,andless than 1ms entb-end delay.
Three application scenaridsr 5G have been
defined: eMBB Enhanced Mobile ®adbandg,
MmMTC Massive Machine Type Communicatijns
and URLL@)(tra-reliable and Lowatency
Communications

remote monitoring may b required (perhaps not
as strict as with autonomous vehicles). Safety
standards that already apply to robots include
1ISO13482; other relevant standards are those
covering home electrical appliances and radio
wave transmitters.

A more practical apmachthan a robot with legss

a wheeledrobot equippedwith 3D caneras and

range systems, as described above. Another

F LILINR F OK A& (KGsuahasSIl NI of Sé
/| t2dzRaAyRaQ aSil KSIRaSG:z
sophisticated visual recognition, SLAM, and

direction indicdéion using vibration.

To deliver services for these three scenaribeg, t
concept of network slicingas been developed. It
is expected to improve the operation of
communication networks. This concept essentially
consists in creating different instancesradtwork
technologies suitable for different applications
with different requirements. Suchdynamic and
flexible communication network paradigm will be
enabled bya new cloudbasednetwork
architecture, encompassing Software Defined
Networking (SDN) and Network Function
Virtualization (NFV)

12
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Cloud robot
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Application

Server Smart home

Other slices

Figure 16 5G cloud architecture to support multiple applicatiofSource: HuaweX Labk

5G will meet the etwork requirement for cloud
robotics

In cloud robotics, four types of basic connection
are needed:

1 Monitoring and status reporting; the robot
uploading data about its status to the cloud
brain

1 Realtime control ¢ missioncritical control
signals to tell the robot what to do

Bandwidth

Video and voice processingto use powerful
cloud resources to help the robot understand
its environment, and to interact with users
Software and services downloagfor

dzLJR I G A y 3 s dofivEre, NlRI@valdading
user content such as maps or educational
material. Figure 1/hows the requirements of
those connection types.

Reliability

Latency

Summary

Monitoring and status reporing

Reattime control

Video and voice processing

Software and services download

Uplink: 1khit/ s
Downlink:10kht/s
Uplink: 3.3Mhit/s
(108(p/H.264/30fps)

Downlink 10Mbit/ s

(% uptime)
High connection

1s 99.9% density
20ms 99.999% Low latency
High uplink
20ms 99.9% bandwidthand
low latency
High downlink
100ms 99.9% bandwidth

Figure 17 Robot network requirement analysiSource: Huawei X Labs]

Figure 1&haracterises the network requirements

of fully cloudified versions of currembbot types
Existing networls will find it difficult to support

Network
latency(ms)
120
« Entertainment and

100 Education Robot

50 Tele-present robot

new robot applicatios, but5G3 highbandwidth,
low latency and high reliability can providebust
support for future robot applications.

60

40

20

0
0

« Remote inspection robot

* Food delivery robot

« Blind guiding robot
Surgery robot

AR surgery Network
. . . etworl
assistant robot bandhwidth(Mbps)
20 40 80 80 100 120

Figure 18 Network requirements focloud robot applicationgSource: Huawei X Labs]
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5G retworksdlicing and mobile edge computing are
wellsuited for cloud robats applications

Network slices that have different specific
performance characteristics can match the
requirements of cloud robotics, match the needs
for power consumption at the robot terminal, and
provide appropriate roaming. Using these
approaches, 5G networks will also be able to meet
the most demanding requirements in terms of
bandwidth, latency and secity.

Mobile edge computing (MEC) provides
appropriate network and other computing and
storage resources located at the most appropriate
point to meet the cloud robotics application
requirements. By placing resources closer to the

user, network latency can be reduced. MEC
solutions may be deployed with the MEC server
deployed at a gateway or in the base station,
providing local content cache, wireless awareness
based business optimization, local content
forwarding, and network cagality. Security is also
enhanced as more data is retained closer to the
user and does not traverse the core network. For
cloud robotics, the closer Al resources can be
deployed to the end user the lower the latency.
Software control of virtualized resowes

throughout the network will ensure that the
optimum balance is achieved between use of
centralized cloud resources and use of more local
edgebased resources, dependj on the latency
requirements.

Navigation

Voice/image/
object
recognition

Big data/Al
processes

3D sensing, Local
mapping, human
detection, routing

Emergency
stop

Motion control,
collision
avoidance

.

Delay-tolerable/Cloud

Mobile Edge Computing Real-time/Local

Figure19: Cloud robotfunction dedoyment according to latency

4.3 Al providerg deliveringcloudAlandMachinelearning

Al, ML and DL

Adding the power of cloud computing to robotics
will enableAtrtificial Intelligence (Al)Machine
Learning (MLand Deep Learning (Dio) be

applied to a broad set of new applications where
robots will be very much more capable, powerful
and intelligent than before. This will in turn affect
industries ranging from security to manufacturing.
Definitions of Al, ML anBL are not universally
agreed butin this paper:

1 Artificial Intelligencés acomputer system able
to perform tasks normally requiring human
intelligence (including visual perception,
speech recognition, decisiamaking and
translation)

1 Machine Learnings theuse of algorithms and
methods such as decision trees, neural

networks and casbased reasoning to improve
performancethrough training

91 Deep learningrefers to the use of muki
layered artificial neural networks that enable
the training to be carrié out on a huge scale,
with the result that decisions are very much
better.

These concepts enable robots to be taught to do a
task¢ and to learn how to improve rather than
simplyrespondingo a program in a control

system. Machinéearningalgorithms @ various

kinds help computers to interpret data and make
decisions based on the data. They can be trained
to understand when their decisions are right or
wrong so that their decisions get better over time.

14



Using machine or deep learning, a robot can
became better able to complete a task, or to
undertake a new one, through an improved
awareness of its environment and the context of
the task. These approaches will also reduce the
need¢ and costg to program robots for each new
task. This in turn opens thgrospects for more
flexible industrial robots thatancope with
changes in factory configurations and shorter
production runs, and capable of optimizing the
processes that they are required to perform. In
non-industrial settings, Al and machine learning

enable images and spoken words to be interpreted

and for robots to respond appropriatebjccess to
the computing power required for machine and
deep learning is greatly enhanced through high
speed networks and the use of cloud resources.

The key areas inhichthese technologiewill be
appliedin cloudroboticsare inintelligent visual
processing foarea learningand auto navigation,
face recognition, and naturddnguage (speech)
processingTheserequire data processing power
beyond that which is sersly built into a robot
locally.

Access to the computing power required for machine and deep learning is greatly
enhanced throughigh-speed networks and the use of cloud
resources

28% 5g04

7%
3.60% 304

2010 2011 2012 2013 2014 2015 2016

Figure 20 ImageNet Large Scale Visual Recognition Challe
(ILSVRC) error rate of classification (Bpurce: ImageNet]

Thanks to the improvement in computing power
and the continuous improvement aflgorithms, Al
technology is progressing rapidés an example,
the error rate for object classification recognition
in theannuallmageNet contest has been reduced
to less than 3%. It is worth noting that the current
visual recognition has not yet reaeth the correct
recognition rate of 100%, which for high security

applications, such as automous vehiclesis still a
challenge

In the ImageNet2015 competition, NVDIA and IBM
provided the participants with a cloud GPU (NVDIA

K80s), demonstrating the fedsdlity of cloud Al

15



From big data technology stack to Al stack

Deep learning has emerged as the best way to
perform image analysis, in applications such as
medicalradiography, as well as in lelatency
applications such as removal of streaming video
content that is in breach of policies. The biggest IT
companies such as Baidu, Google and Facebook
have created specialized Al infrastructure to
handle Al use cases, bmiany companies do not
have the irRhouse expertise or resources to exploit

/| dZNNBy Gtesx O02YLI yASaQ
designed to make use of faultlerant, low cost
storage that allows for easy extension of resource
clusters and can mitigate equipment failure. But Al
requires that big data analytics software
understands better how to run compute

L¢

the new technologies. A new backend

infrastructure is required, and this will be achieved
with the use of new accelerator chips such as GPUs
(graphics processor units). But as these
technologies require more processing power,
putting infrastructure into practice is hard and

CIOs will need to become more familiar with these
new trends.

workldads byitakidgifdrhidsantage dihese new

accelentors. Big data technology stacks will shift

to Al stacks that will allow enterprises to capture

more value from data that is captured by sensors
on robots and elsewhere.
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